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WAN-Router

X
X

SRV-UBUNTU18
enp0s3:

PC-WEILIMDORF

enp0s3:

MAC: 08-00-27-ed4-ca-49
IP : 192.168.123.160
SM : 255.255.255.000
GW : 192.168.123.001
DNS: 8.8.8.8

Ubuntu 18.04.2 LTS (Bionic Beaver)

MAC: 08-00-27-20-b2-e3
IP : 192.168.123.161
SM : 255.255.255.000
GW : 192.168.123.001
DNS: 8.8.8.8

‘ LAN-Switch ‘

innen:

PC-FEUERBACH

MAC: 08-00-77-0£-94f-9a
IP : 192.168.123.131

SM : 255.255.255.000

GW : 192.168.123.001
DNS: 8.8.8.8

28 Windows10

Internet-Provider MAC: 08-00-27-ed4-ca-49
IP : 192.168.123.001

SM : 255.255.255.000

L5

2)(

SRV-UBUNTU18
## enp0s3:
4 &&& MAC: 08-00-27-e4-ca-49
IP : 192.168.123.160

SM : 255.255.255.000
Y # 1 GW : 192.168.123.001

DNS 8.8.8.8
Ubuntu 18.04.2 LTS (Bionic Beaver)

y Betriebssystem: Ub.18.04.2 LTS
SSH-Server
Benutzer: pinguin [P@sswOrt]
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¥ Oracle VM VirtualBox Manager

Datei  Maschine Hilfe

m AN X,

Einstellungen  Importieren Exportieren h_‘ Hinzufiigen
i"’. H-PC2-Win10-Vollversion {April2013) Willkommen zu VirtualBox! Neu (Ctrl+N)

.-'_ITD' @ gesichert

Der linke Teil dieses Fensters zeigt allnemeine Werkzeuge sowie eine Liste aller virtuellen
Maschinen auf Threm Computer. Um virtuelle Maschinen zu importieren, hinzuzufiigen oder
F. H-PC2-V-Win2K (Neulnstallation) zu erstellen, kénnen die entsprechenden Werkzeug-Schaltflachen benutzt werden,
[ e
"2000) esichert
1| @ g Die Taste F1 6ffnet das Hilfefenster. Fir aktuelle Produktinformationen aus dem Internet
offnen Sie www.virtualbox.org,

! F3.
L #% L o ) &

Name: [sRY-UBUNTU1 |

Ordner der virtuellen Maschine: | D:WirtuelleMaschinen ~ |
Typ: | Linux | EJ?
Version: | Ubuntu (64-bit) e

|Experten-|'“'|odus|| Weiteg Abbrechen l
I iz |

! @ '

L1 # ) ( 14A ) %
2 ) (& 1) % )C ( )(#%
4A ) ) &'AN$B3 (. )(

( 2,#% ., )X [

SpeichergréBe

Wahlen Sie die GroBe des Hauptspeichers (RAM) der virtuellen Maschine in Megabyte.
Die empfohlene GroBe betragt 1024 MB.

| [0 [Z] v
4MB 12288 MB
! 23l 1) 2,
1 # 1 4A 1
N & 1)( 1# o 1 % &&&

> $ 45 6789:& ) C=9787=7@ H &+)(
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Platte
Sie kénnen eine virtuelle Festplatte zur Konfiguration hinzufigen. Dafr kdnnen Sie eine neus Datel erzeugen
oder eine Datei aus der Liste mit dem Icon auswahlen,

Fiir ein umfangreicheres Setup kinnen Sie diesen Schritt auch auslassen und spater Anderungen an der
Konfiguration der virtuellen Maschine vornehmen.

Die empfohlene Grofie der Festplatte betragt 10,00 GB.

() Keine Festplatte

(2 vorhandene Festplatte ver&nden

5 HALINSRV 1-Ubuntu 17, veli {normal, 378,76 GB)

o |

1Y )1 - .40
&." 5 ) (& BY* 1 1

Dateiname und GréBe

Bitte geben Sie den Namen der neuen Festplatte an oder wahlen Sie das Ordner-Icon,
um einen anderen Ordner fur die Datei zu wahlen,

SRV-UBUNTUI18 | @

Wahlen Sie die Gralie der virtuellen Festplatte in Megabyte, Dies ist die maximal

nutzbare Grafe der virtuellen Festplatte,
B 202,70 GB

4,00 MB 2,00TE L\\s

! 3 1 1) 1
# % ' )# Z

i—  i® L2l

Erzeugen Loschen Wiederherstelen | Eigenschaften | Klonen Andern  Werwerfen Starten
Name l::?

@ Aktueller Zustand

£ SRV-UBUNTU1S - Einstellungen

E Allgemein | Allgemein
|
Ii‘ System Basis Erweitert Beschreibung Festplattenverschliisselung
|§| Anzeige MName: |5R\J—UBUNTU18 |

Massenspeicher Typ:: [Eui

Version: Ubuntu(ﬁq—blt)
(DZI Audic —

| | lﬁ Metzwerk

&+)( $ 45 6.789:& ) C=9787=7@ H
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£ SRV-UBUNTU18 [4 -

E Allgemein ‘ Massenspeicher ‘ g

@ System Massenspeicher ———————— | Affribute - erverfen  Starten

. @ Controller: IDE Optisches Laufwerk: | sekun
E‘ Anzeige ; i
@ = Dl uvecopo Wahlen Sie ein Abbild eines
Massenspeicher a Controller: SATA Informationen optischen Mediums oder ein
i ) Typ: — physisches Laufwerk am Host
('D:I Audio @ SRY-UBLINTU1E, vei i — aus. Der Gast kann auf diese
i ’ Daten als Medium im virtuellen
|§| Metzwerk abgespeichert wo:  — Laufuwerk zugreifen.
angeschlossen an: -
T [
! >3 R R

Allgemein Massenspeicher

System Massenspeicher Attribute —————
L

: < Controller: IDE Name: |SAT/

Anzeige : =]

@ ubuntu-18.04-ive-server-amda4.iso z IC

Massenspeicher = Caontrofler: SATA Anzahl Ports; |1

(D] Audio Q ARUUHMT Festplatte hinzufigen. H
|§] Metzwerk
P <

! 83 1

WV-UBUNTU18 - Einstellungen

Allgemein Massenspeicher

System Massenspeicher A

{e:n Contraller: IDE
Anzeige i

L (@ ubuntu-18.044ive-server-amdé.iso
Massenspeicher

= Controller: SATA

Audio LB sRv-UBUNTU S vei

Netzwerk i
i E SRY-UBUNTU18_HD3. vdi
Serielle Schnittstellen

Zeigt alle Controller fur
Massenspeicher dieser
Maschine sowie die
angeschlossenen Abbilder
bzw. Host-Laufwerke.

Use

Gemeinsame Ordner

-
[x]
(-
]
2
@ 5 B srv-uBUNTU1S_HD2.vdi
£
&
.
&

Benutzerschnittstelle

! 793! 1

[ Kabel verbunden

Gemeinsame Crdner
Port-Weiterleitung

&
M Ajigemein Netzwerk ‘
|
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
|§| Anzeige MNetzwerkadapter aktivieren
M ich Angeschlossen an: | MNetzwerkbriicke
AEEENSPEICNEr . o i
Name: |Realtek PCle GBE Family Cantrller -
(D] Audio
" Erweitert
@‘ Netzwerk Adaptertyp: |Intel PRO/1000 MT Desktop (32540EM) v
@ Serielle Schnittstellen Promiscuious-Modus: I\rerwe_igem_(_den!)__ = |
19 i MAC-Adresse: [080027E4CA49 |

! 773
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Ubuntu 18.04 LTS srv-ubuntuls ttyl

tbuntuld login: pinguin

word:
: Wed May 1 09:28:47 UTC 2019 on ttyl

éhtn Ubuntu 18.04 LTS (GHUALinux 4.15.0-47-generic =B6_6
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pinguin@srv—abuntu18:~$ ip address
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group def
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fgq codel state UP
link/ether 08:00:27:e4:ca:49 brd ff:ff:ff:ff:ff: ff
inet 192.168.123.160/24 brd 192.168.123.255 scope global dynamic enp0Os3
valid 1ft 859822sec preferred 1ft B859822sec
inet6 feB80::a00:27ff:feed4:ca49/64 scope link
valid 1ft forever preferred 1ft forever
pinguin@srv-ubuntuls:~§ [j

! 7F3
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pinguin@srv-ubuntul8: /etc/netplan$ 1ls -1
total 4
-rw-r--r-- 1 root root 436 Apr 14 08:25 50-cloud-init.yaml
pinguin@srv-ubuntul8: /etc/netplan$ cat 50-cloud-init.yaml
# This file is generated from information provided by
# the datasource. Changes to it will not persist across an instance.
# To disable cloud-init's network configuration capabilities, write a file
# /etc/cloud/cloud.cfg.d/99-disable-network-config.cfg with the following:
# network: {config: disabled}
network:
ethernets:
enpls3:
addresses:
dhcpd: true
optional: true
version: 2
pinguin@srv-ubuntul8:/etc/netplan$ I

[]

! @
oo ¢ 1 #% R R # #
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GNU nano 2.9.3 51-srv-ubuntu.yaml

@ This file is generated from information provided by
# the datasource. Changes to it will not persist across an instance.
# To disable cloud-init's network configuration capabilities, write a file
# /etc/cloud/cloud.cfg.d/99-disable-network-config.cfg with the following:
# network: {config: disabled}
network:
ethernets:
enp0s3:
addresses: [192.168.123.160/24,
192.168.123.161/24, 192.168.123.162/24,
192.168.123.163/24, 192.168.123.164/24]
dhcpd: false
gateway4: 192.168.123.1
nameservers:
addresses: [8.8.8.8]
optional: true
version: 2

Get Help E Write out [ Where Is E Cut Text B Justify

« Exit % Read File @\ Replace Uncut Text gy To Spell
! 7?3 1 ("4l
1) # - 0M0 - 0M0& )(
1) X ' &
+ # % &
Z % + W% 1%H&!*
X % # X !

pinguin@srv-ubuntul8:~$ ping 192.168.123.1

PING 192.168.123.1 (192.168.123.1) 56(84) bytes of data.

64 bytes from 192.168.123.1: icmp seq=l ttl=64 time=0.726 ms

64 bytes from 192.168.123.1: icmp seq=2 ttl=64 time=0.947 ms

AC

--- 192.168.123.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 0.726/0.836/0.947/0.114 ms

pinguin@srv-ubuntul8:~$§ ping www.google.de

PING www.google.de (172.217.21.3) 56(84) bytes of data.

64 bytes from fra07s29-in-f3.1el00.net (172.217.21.3): icmp_ seq=l ttl=57 time=9.19 ms
64 bytes from fra07s29-in-f£3.1el00.net (172.217.21.3): icmp seq=2 ttl=57 time=8.54 ms
ArC

--- www.google.de ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 100lms

rtt min/avg/max/mdev = 8.543/8.866/9.190/0.336 ms

pinquinfsrv-ubuntulf:~§ []

! 7:3.
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pinguin@srv-ubuntul8:~§ traceroute www.t-online.de

traceroute to www.t-online.de (62.138.238.100),

64 hops max

1 192.168.123.1 0,807ms 1,510ms 0,426ms
2 62.155.245.70 18,062ms 4,71l6éms 4,908ms
3 62.154.55.222 11,796ms 10,554ms 10,736ms
4 62.154.55.222 10,558ms 9,755ms 9,778ms
5 87.186.180.91 11,463ms 10,167ms 10,791lms
6 62.138.238.100 11,458ms 11,058ms 10,700ms
pincuinfsrv-ubuntulf:~8 [
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pinguin@srv-ubuntul8:~$ service ssh status
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Wed 2019-05-01 07:57:59 UTC; 1lh 46min ago
Process: 965 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1110 (sshd)
Tasks: 1 (limit: 3556)
CGroup: /system.slice/ssh.service
L1110 /usr/sbin/sshd -D

Mai Ol 07:57:55 srv-ubuntul8 systemd[l]: Starting OpenBSD Secure Shell server...

Mai 01 07:57:59 srv-ubuntul8 sshd[1110]: Server listening on 0.0.0.0 port 22.

Mai 01 07:57:59 srv-ubuntul8 sshd[1110]: Server listening on :: port 22.

Mai 01 07:57:59 srv-ubuntul8 systemd[1l]: Started OpenBSD Secure Shell server.

Mai 01 08:09:53 srv-ubuntul8 sshd[1554]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 t
Mai 01 08:09:55 srv-ubuntul8 sshd[1554]: Failed password for pinguin from 192.168.123.131 port 61084 ssh2
Mai Ol 08:09:58 srv-ubuntul8 sshd[1554]: Accepted password for pinguin from 192.168.123.131 port 61084 ssh2
Mai 01 08:09:58 srv-ubuntul8 sshd[1554]: pam unix(sshd:session): session opened for user pinguin by (uid=0)
pincuin@srv-ubuntulg:~$ [] -

! 7>3 ) (
N . % + )
792)( # &
#$ % %
X 79 ( A : (X
% -3 1 0# & L ## # ( $
Y )(- (! 770&

C:N\>ssh pinguin®192. 168, 123. 160
inguin@192. 168.123.160's password:
Eelcome to Ubuntu 18.04 LTS (GNU/Linux 4.15.80-47-generic x86_&4)

¥ Documentation: https:/shelp.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Hed May 1 89:46:12 UTC 2019

w-ubuntu 1s
errorlog protokoll.
w-ubuntu $ pwd

+ )3

) -0 X 0

) -0 X 0

% + # Y # . Y )
% N 4NNT A4 # [
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) # # & &'( A
. #O# 4 %# " &

, ( P( # % 1%#& &"( #  #%

& "( )( - ( ! 7:0& PuTTY Configuration
&"(

Category
n )( N =- S_ess\un Basic options for your PuTTY session
) 5 Th ) L.Dglg\ng Specify the destination you want to connect to
0/ )( cmna Host Name (or IP address) Port
Y [192.168.123.160 | [22 |
4 - O 4 Connection type:
= Window (ORaw (D) Telnet (O)Rlogin @ S5H () Serial
Appearance ) I,\\)
& L )( #% Behaviour Load, save or delete a stored session
- Translation Saved Sessions
( N -N JIN Selection [srvbuntu12-sh 160 |
’ -~ Colours Default Settings Uoad
J 0 #0/ = Connection SRV-VAIHINGEN
0 - Data haspil (55+65+75) e
- Proy h-raspi? (142260 w]
. 1 )( & . Telnt Delete
- Rlogin
L ) ( _ - S5H
Serial Close window on exit:
N O ( # 1 & OAways O Never () Only on clean exit
[ ( About Help Open Cancel

login as: pinguin
pinguinfl92.168.123.160's password: I

[ 783 ( . 1 NNT
. RG1 R &' N )

& )O)C* X &"( )&
e 3 1 &' X

Aktivititen ] Terminal ~ 5020:09

max@PC-WEILIMDORF: ~
arbeiten Ansicht Suchen Terminal Hilfe
$ sudo apt-get 11 putty
le: . Fertig
igkeitsbaum wird aufgebaut
informationen werden einge
stzlichen Pakete werden installiert:

Vorgeschlagene Pakete:

putty-doc
Die folgenden NEUEN Pakete werden installiert:

putty putty-tools
6 aktualisier neu installiert, 6 zu entfernen und 226 nicht aktualisiert.
Es n 788 kB an Archiven heruntergeladen werden.
Nach d e on werden 3.3 kB Plattenplatz zusatzlich benutzt.
Mbchten sie fortfahren? [3/n] I

S PO B &

Aktivititen * PUTTY SSH Client ~ S0 20:36

PuTTY Configuration

So2012

Basic options for your PUTTY session
B specify the destination you want to connect to chbecr i chasben

Logging Host Name (or IP address) Port

¥ Terminal 192.168.123.160 22 [-1/4 ﬂ
Keyboard Connection type: : 3
Bell Raw Telnet Rlogin SSH Serial

£ g [—
Features Load, save or delete a stored session [ - | ?

- Window Sl e e s
Appearance SRV-UBUNTU18 ]
Behaviour K 7 .
Translation Default Settings Load [t
Selection . Save
Colours e
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# 4 NNT
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Andere Orte Q =
©  Zzuletztverwendet Auf diesem Rechner
o er Ordner ), Rechner TR g
—_—
] Tewerks Serveradressen
4 Serveradressen bestehen aus einem
Lol Gl WESEIF192168123:160 Protokollprafix und einer Adresse. Beispiele:
[ Dokumente smb://gnome.org, ssh://192.168.0.1, ftp://
s B & Windows-Netzwerk [zcorcbal
Verfiigbare Protokolle  Prifix
dd AppleTalk afpy//
) Videos File Transfer Protocol Ftp:// oder ftps://
&  Papierkorb Network File System nfs:f/
Samba smb://
' SSHFile TransFer Protocol  sftp:// oder sshi/f
webDAV dav:// oder davs://

Mit Server verbinden

(
[serveradresse eingeben .

ﬁ;_ Verbinden

< B wenus 16 0 home Gl LS

@ Zuletzt verwendet E f

@ rerssmicreroraner | [N [ R R
lost+Found p-baer p-bulle pinguin v-nachtigall  v-schmitz W-nUss

B Schreibtisch

O eilder el

. w-

D  Dokumente oichanmn

¥  Downloads

43 Musik

v Videos

@ Papierkorb

B wnussauf ...

+  AndereOrte
! =73 #1 )(

2)(

(%
(%

)(-D

aA_

2 )@&&

Lokal Markieren Dateien Befehle Sitzung Einstellungen Entfernt Hilfe
MEes BF B FFFD S @ [F send - &- [
= pinguin@192.168.123.160 X G
=E-F- _» » P gm P gm » £ -
home - - - /home/
o v [ =root>
~ - | home
-| | VideoReDo A T
> - | Visual Studio 2010 p-baer
» - | Visual Studio 2013 p-bulle
> | Visual Studio 2015 - S
Visual Studio 2017 o
> WindowsPowerShell e
i || YouTube Recordings nuss
> 4 Downloads o
> -3 Dropbox restore
» - Druckumgebung system . )
) Eigene Dateien wracta Soll die Verbindung fortgesetzt und der
i.-[| Ekahau Site Survey S Rechnerschliissel im Speicher abgelegt werden?
5 o Favorites % s
. Der Rechnerschlissel des Servers wurde nicht im Speicher gefunden. Es gibt
keine Garantie, das der Server wirklich der Rechner ist, mit dem Sie sich
e wverbinden wollten. Die Ed253519 Schlissel-Details des Servers lauten:
b - @ Algorithmus: sch-ed23519 256
. SHA-256:  DDBDu7aSENIMnPB53A190xKsATVneALug5thzu+ak20=
Aktion Quelle Ziel Ubert MD3: 1¢:67:28:25:85:22:35:c0:5F:8d: 1b: 3b:2c: B TT:eb

)

7>

$

45 6.789:& ) C=9787=7@



F&@ 2 L ## #$

* $ 7>&9@ $ ( 4 X
) &$  + 12 #
# o# 11 Y 3

## % -ANNT A4°0

£ 192,168.123.160 - PuTTY

login as: root
root@l92.168.123.160's password:
Access denied

[ =F3!

/14 07:19:07 dim Exp %

configuration file.

compiled with PATH=/usrsbin:sbin:/s

n the default
fu options with their d

them commented. Uncommented options override the

ohibit-p

# root@srv-ubuntuld: ~

login as: root
root@l92.168.123.160's password:
Welcome to Ubuntu 18.04.2 LTS (GNU/Linux 4.15.0-47-generic xB§_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Wed May 1 15:22:31 UTC 2019
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Zwischenablage QOrganisieren E|---_ WIWW
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FileZillaFTP A Name : ---_;
s dashboard - 2 lib . g
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R o ; ope
8 Elemente .: " var
! =?3G #0 \!, 44 NG
%5 Y | # &(&
| # # ) &$&( '# &'
"( ) # ) 2)(
# & +1 4 # ) L ##& )" (
Y (2 ) (&
! 2 ) )
=9 $ 45 6.789:& ) C=9787=7@ H &+)(



(X & X

@&= W (

W 1 NN4 NN4
) &W )
1 >9 NN4 4 @@F&

" (
& 11) '444
(

&

@&F

1 "4 NA4
NN4  +

# # ) )M
14

# n
1Y & L4 +% #% 1)

# )
) ) #$
7>89@ N - )  0&!1)(
#% $ 4 (#%
# " 3

X X

# A %
Ht & # %

% "4

YO X #Y

11)(= $  7>&9@
X

1) #%
) ( [

4 4&

pache2 Ubuntu Default Page: It works - Mozilla Firefox
ISLEGIERGIEN STl A pache2 Ubuntu Default o % g

hetp://srv-ubuntu18 60% -

@ Apache2 Ubuntu Default Page

This s the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. Itis based on the equivalent page on Debian. from which the Ubuntu
Apache packaging is derived. If you can read this page. it means that the Apache HTTP server installed
at this site is warking properly. You should replace this file flocated at /var/wan/html /index. html)
befare continuing to operate your HTTP server.

If you are 2 normal user of this web site and don't know what this page is about. this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the site's
istrator

Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration, and spit
Wl el i e i Sl Ut T o i = ol 1
in Refer to this for
Documentation for the web server itself can be found hy accessing the mamial fthe apached.dot
package was installed on this server.

The configuration layout for an Apache? web server installation on Ubuntu systems is as follows

Jetc/apache/
- apache2. conf
-~ ports.conf

apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server,

ports. conf is ahways included from the main configuration file. It is used to determine the
fistening ports for incoming connections, and this file can be customized anytime.

Configuration files in the nods-enabled/, canf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which managa modules, global configuration fragments, ar
virtual host configurations, respectively.

They are activated by symiinking available canfiguration files from their respective *-available/
counterparts. These should be managed by using our helpers aZenmod, a2disnod, aZensite,
a2dissite, and a2enconf, a2disconf . See their respective man pages for detailed information

The binary is called apache2. Due to the use of variables, in the default
apache2 needs to be started/stopped with /etc/init dfapacheler apachezctl Calling /usr/bin
will not work with the def

Decument Roots
By default, Ubuntu does not allow access through the web browser to any file apart of those located in
Fuar/u, public_html directories (when enabled) and /usr/share (for web applications). If your site is

using a web document root located elsewhere [such as in /srv) you may need to whitelist your

document root directory in /etc/apache2/apache2. conf.

The default Ubuntu document root is /var/wwe/html. You can make your own virtual hosts under

[varfwww. This is different to previous releases which provides better security out of the box.
Reporting Problems

Please use the ubuntu-bug tool to report bugs in the Apache2 package with Ubuntu. However, check

existing bug reports before reporting a new bug.

Please report bugs specific to modules (such as PHP and others) to respective packsges, not to the web
server itsel
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@&? 1)(#% .GN
# 21 4" # X 1) 3
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# SRV-UBUNTU18 APACHE
& enp0s3 " HTTP SERVER PROJECT
|4IA ' ;4;;-_8;:;;:;;:;;:;;:;;-___ Apache-Webserver:
IP : 192.168.123.160  —-—---m—mmmmmmm e oo
--GNO ( ,Y SM : 255.255.255.000 IP-basierte Hosts (Webkunden)
GW : 192.168.123.001 192.168.123.161 /24 (web01)
)( 3 DNS: 8.8.8.8 192.168.123.162 /24 (web02)
Ubuntu 18,04 2 LTS (Sionic Bever) IRETEYEPSRESRrl el
Betriebssystem: Ub.18.04.2 LTS
Benutzer: pinguin [P@sswOrt]
SSH-Server
Apache 2
"4
" # Y
( +#
( "4 .GN —
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&
| =3 )Y "4t 1
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Eingabeaufforderung
C:\>ping 192.168.123. 164
Ping wird ausgefuhrt fir 192.168.123.164 mit 32 _Bytes Daten:
Antwort von 192.168.123.164: Bytes=32 Zeit<{lms TTL=64
Antwort wvon 192.168.123.164: Bytes=32 Zeit<{lms TTL=64
Ping-Statistik fur 192.168.123. 164:
Pakete: Gesendet = 2, Empfangen = 2, Verloren = @
(@ Verlust),
Ca. Zeitangaben in Millisek.:
Minimum = @ms, Maximum = @ms, Mittelwert = @ms
§TRG—C
C:N>o
! =>31 N A
@& 4 $ - + 0
L #% - GNO % 1 1)
4 # 1 & +
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#% ) 0 &
" # EX L) ( ! $
1)1 &
@&; $
! $ + O % + &
) 11)( ) -) 0
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Ly * $ «( 1 / 03

login as: webkundeO4
unde04@192.168.123.160's password:
lcome to Ubuntu 18.04 LTS (GNU/Linux 4.15.0-47

| * ) (
Y & 1 # 1) &

pwd
var/www/web04

1ls

iles html

cd html

touch testdatei.txt

ouch: cannot touch 'testdatei.txt': Permission denied

# $ # ) 5 )
! G )5 )(# (I
B #% (# G )
' % & X
5 0 X # 2)( 1) &
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/etc/apache2/sites-available/160-vhosts.conf

gvirtualHost 192.168.123.161:80>
DocumentRoot "/var/www/webO0l/html"
ServerName webO0l
</VirtualHost>
<VirtualHost 192.168.123.162:80>
DocumentRoot "/var/www/web02/html"
ServerName web(02
</VirtualHost>
<VirtualHost 192.168.123.163:80>
DocumentRoot "/var/www/web03/html"
ServerName web03
</VirtualHost>
<VirtualHost 192.168.123.164:80>
DocumentRoot "/var/www/web04/html"
ServerName web(04
<Directory "/var/www/web04/html">
allow from all
Options None
Require all granted
</Directory>
</VirtualHost>

Get Help E Write out gy Where Is E cut Text

{1 Exit Read File g\ Replace Uncut Text
! =83. GN #
3 7:@ 1 (# ) 2)( #% ) &

11X o )ex #
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GNU nano 2.9. index.html] Modified

Hallo, hier ist WEBO4|

Get Help Qe Write Outigy Where Is @y Cut Text Justify
1« Exit 3 Read Fileg Replace Uncut Te To Spell

! F93
# 1 $2 # ) # #&

Aktivititen £ Firefox Web Browser ¥ Mi 13:24

Mozilla Firefox

192.168.123.164/

<« C @ @ 192.168.123.164 W

Hallo, hier ist WEB04
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1 [E# This is the main Apache server configuration file. It contains the

2 # configuration directives that give the server its instructions.

3 # See http://httpd.apache.org/docs/2.4/ for detailed information about

4 # the directives and /usr/share/doc/apache2/README.Debian about Debian specific
S # hints.

6 #

7 #

8 # Summary of how the Apache 2 configuration works in Debian:

9 # The Apache 2 web server configuration in Debian is quite different to

10 # upstream's suggested way to configure the web server. This is because Debian's
ilal # default Apache2 installation attempts to make adding and removing modules,

12 # virtual hosts, and extra configuration directives as flexible as possible, in
13 # order to make automating the changes and administering the server as easy as
14 L'# possible.

15

16 H# It is split into several files forming the configuration hierarchy outlined
1l7) # below, all located in the /etc/apache2/ directory:

18 #

19 # /etc/apache2/
20 # | -— apache2.conf
21 # | *—-- ports.conf

22 # | -— mods-enabled

23 # | |== *.load

24 # | ‘== *_conf

25 # | -- conf-enabled

26 # | *—— *_.conf

27 # ‘-- sites-enabled

28 # “—— *_conf
)(( 31)(= # ( - X " &

1153
154
1’55
156
17)
158
1159
160
16l
162
163
164
165
166
167
168
169
170
571
572
Y73
174

% NN4 # &

Sets the default security model of the Apache2 HTTPD server. It does

not allow access to the root filesystem outside of /usr/share and /var/www.
The former is used by web applications packaged in Debian,

the latter may be used for local directories served by the web server. If
your system is serving content from a sub-directory in /srv you must allow

e M W e e e

access here, or in any related virtual host.
<Directory />

Options FollowSymLinks

AllowOverride None

Require all denied
</Directory>

<Directory /usr/share>
AllowOverride None
Require all granted

</Directory>

<Directory /var/www/>
Options Indexes FollowSymLinks
AllowOverride None
Require all granted
</Directory>

&+)(
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218 # Include of directories ignores editors' and dpkg's backup files,
219 # see README.Debian for details.
220
221 # Include generic snippets of statements
222 IncludeOptional conf-enabled/*.conf
223
224 # Include the virtual host configurations:
225 IncludeOptional sites-enabled/*.conf
226
22T # vim: syntax=apache ts=4 sw=4 sts=4 sr noet
228
%5 .GN 5 + # G
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pinguin@srv-ubuntul8:~$ php -v
PHP 7.3.4-1+ubuntul8.04.1l+deb.sury.org+3 (cli) (built: Apr 10 2019 10:51:11) ( NTS )
Copyright (c) 1997-2018 The PHP Group
Zend Engine v3.3.4, Copyright (c¢) 1998-2018 Zend Technologies
with Zend OPcache v7.3.4-1l+ubuntul8.04.l+deb.sury.org+3, Copyright (c) 1959-2018,

ninmiinRsrv-uhuntulfe~8 [

[ F=31(1.
2&F 44"
44 5 ) # ## ! & &3
1 2
3 )
44 1 %ot 3

pinguin@srv-ubuntul8:~$% apt policy php7.3-cli

php7.3-cli:
Installiert: 7.3.4-1+ubuntul8.04.1+deb.sury.org+3
Installationskandidat: 7.3.4-1+ubuntul8.04.1l+deb.sury.org+3
Versionstabelle:

#*% 7,3.4-1+ubuntul8.04.1l+deb.sury.org+3 500
500 http://ppa.launchpad.net/ondrej/php/ubuntu bionic/main amd64 Package

100 /var/lib/dpkg/status
pinguin@srv-ubuntul8:~$ [J
! FF31(1°
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e & http://172.16.0.201/index.php ’
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PHP 7.3.4-1+ubuntu18.04.1+deb.sury.org+3 - phpinfo() - Mozilla Firefox
PHP7.3.4-1+ubuntu18.04.1- x g

€ Cc @ © 192.168.123.164/testseite.php -9 @ =
echo ”Hallo Welt -_n Hallo Welt -- Dies ist meine erste PHP-Seite
echo "Dies ist meine erste PHP-Seite"
phpinfo ( PP
System Linux srv-ubuntul8 4.15.0-47-generic #50-Ubuntu SMP Wed Mar 13 10:44:52 UTC 2019 x86_64
Build Date Apr 10 2019 10:51:11
Server API Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path Jetc/php/7.3/apache2
! F .: 34 4 M ) Loaded Configuration File Jetc/php/7.3/apache2/php.ini
Scan this dir for additional .ini files Jetc/php/7.3/apache2/conf.d
Additional .ini files parsed Jetc/php/7.3/apache2/conf.d/10-opcache.ini, fetc/php/7.3/apache2/conf.d/10-pdo.ini, /etc/php
17.3/apache2 conf.d/20-calendar.ini, /etc/php/7.3/apache2/conf.d/20~ctype.ini, /etc/php/7.3/apache2
Jconf.d/20-exifini, fetc/php/7.3/apache2/conf. fileinfo.ini, /etc/php/7.3/ap 2 -ftp.ini,
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——— P rootl@srv-ubuntul8:~# mysql secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

— P Enter current password for root (enter for none):
OK, successfully used password, moving omn...
Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.
S
You already have a root password set, so you can safely answer 'n'.
—_—
Change the root password? [¥/n] Y
New password:
Re-enter new password:
Password updated successfully!
Reloading privilege tables..
Success!
By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.
—_—
Remove anonymous users? [Y/n] y
Success!
Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.
————  p Disallow root login remotely? [Y¥/n]l n
skipping.
By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving inte a production environment.
—— > Remove test database and access to it? [¥/n] y
- Dropping test database...
Success!
- Removing privileges on test database...
Success!
Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.
——— » Reload privilege tables now? [¥/n] Y
Success!
Cleaning up...
All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.
Thanks for using MariaDB!
———————» root@srv-ubuntui8:~# I
&+)( $ 45 6789:& ) C=9787=7@ H FF
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root@srv-ubuntul8:~# mysqgl -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 48

Server version: 10.1.38-MariaDB-Oubuntu0.18.04.1 Ubuntu 18.04

Copyright (c¢) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type '\c¢' to clear the current input statement.
MariaDB [ (none)]> quit

Bye
root@srv-ubuntul8:~# ||
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PHP 7.3.4-1+ubuntu18.04.1- X

@ =2 \ (@ 192.168.123.164/testseite.php B0%. | ﬁ| m e =
I : |2 | [
| = |2 [2 |

mysqli
Client API library version ‘mysgind 5.0.12-dev - 20150407 - Sld: TccTcc6e6756d72e5cM0R267/4Be167c2abb23 §
Active Persistent Links g
Inactive Persistent Links 0
Active Links o
mysqi.allow_local infile ort ort
mysqli.allow_persistent |on on
mysqli.default_host no value no value
mysqli.default_port (3308 3306
mysqli.default_pw no value no value
mysqgli.default_socket no value no value
mm_l“r' no value no value
mysqii.max_links Unlimited Unlimited
mysqli.max_persistent | Unlimited Unlimited
mysqli.reconnect off off
mysqli.rollback on_cached_plink off off
mysqind
Version mysqgind 5.0.12-dev - 20150407 - §ld: TocTec6e6 75647 2e50fR671482167c2abb23 §
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